
Measurement,AnalysisandPerformanceImprovementof theApache
WebServer

���

Yiming Hu
Departmentof Electrical& ComputerEngineering& ComputerScience

Universityof Cincinnati
Cincinnati,OH 45221-0030

yhu@ececs.uc.edu

Ashwini Nanda
IBM T.J.WatsonResearchCenter

P.O.Box218
Yorktown Heights,NY 10598

ashwini@watson.ibm.com

QingYang
Departmentof Electrical& ComputerEngineering

Universityof RhodeIsland
Kingston,RI 0288
qyang@ele.uri.edu

Abstract

Performanceof Web servers is critical to the successof many corporationsand organizations. However, very few

resultshave beenpublishedthatquantitatively studytheserver behavior andidentify theperformancebottlenecks.In this

paperwe measureandanalyzethe behavior of the popularApacheWeb server on a uniprocessorsystemanda 4-CPU

SMP(SymmetricMulti-Processor)systemrunningtheIBM AIX operatingsystem.UsingtheAIX built-in tracingfacility

anda trace-analysistool, we obtaineddetailedinformationonOSkerneleventsandoverall systemactivities while running

Apachedrivenby theSPECweb96andtheWebStonebenchmarks.Wefoundthatonaverage,Apachespendsabout20-25%

of the total CPU time on usercode,35-50%on kernelsystemcalls and25-40%on interrupthandling. For systemswith

smallRAM sizes,theWebserver performanceis limited by thedisk bandwidth.For systemswith reasonablylargeRAM

sizes,theTCP/IPstackandthenetwork interrupthandlerarethemajorperformancebottlenecks.We noticethatApache

shows similarbehavior onboththeuniprocessorandtheSMPsystems.

After quantitatively identifying theperformancebottlenecks,we proposed8 techniquesto improve theperformanceof

Apache. We implementedall but oneof thesetechniques.Our experimentalresultsshow that thesetechniquesimprove

thethroughputof Apacheby 61%. Thesetechniquesaregeneralpurposeandcanbeappliedto otherWebserversaswell.

Finally, our resultssuggestthatoperatingsystemsupportfor directlysendingdatafrom thefile systemcacheto theTCP/IP

network canfurtherimprove theWebserver performancedramatically.
�
A preliminarywork of this research[1] hasbeenpresentedat the18thIEEEInternationalPerformance,Computing,andCommunicationsConference

(IPCCC’99)February10-12,1999Phoenix/Scottsdale,Arizona�
This work is supportedin partby NSFunderGrantsMIP-9505601,MIP-9714370andCCR-9984852,andIBM. Part of this work wasperformedat

IBM T. J.WatsonResearchCenter.
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1 Intr oduction

With the explosive growth of the World Wide Web (WWW), more and more corporationsandorganizationsare dependingon high

performanceWebserversfor thesuccessof theirbusiness.Thehighdemandof Webrequestsoftenstressesor evensaturatessystemsthat

have very largecapabilities.For example,duringthefirst chessmatchbetweenIBM “DeepBlue” SP2supercomputerandworld Chess

championGaryKasparov, IBM Websiteregisteredover 5 million hits duringthefirst gameandmorerequestsfor thefollowing games.

IBM hadto use9 SP2nodesto actasWebserversto handletheheavy Webtraffic [2]. Accordingto CNN, NASA PathfinderWebsite

topped100million hits for thefirst 3 daysafterthePathfinderspaceshiplandedonMars.NASA hadto setup 20 mirror sitesaroundthe

world to keepupwith thetraffic demand.During theelectionnight in November1996,CNN’sWebsiterecorded50 million hits.

Therearethreewaysfor a Websiteto handlehigh traffic, namelyreplication(mirroring), distributedcaching, andimproving server

performance. Replicationis simply distributing the sameWebserver informationto multiple machinesthat areeithera cluster[3], or

distributedin differentlocations.Sinceany oneof themachinescanserve requestsindependently, the loadof eachindividual server is

reduced.Distributedcachingincludesclient-sidecaching[4], proxy caching[5, 6, 7, 8] or dedicatedcacheservers[9, 10, 11] . These

approachestransparentlycacheremotedocumentson local storagesor a cachemachinethat is closeto the clients, therebyreducing

the traffic seenby the original server. Finally, improving server performanceincludesusingmorepowerful hardwaresuchasa SMP

(SymmetricMulti-Processor)system,usingbetterWeb server software techniquessuchaspre-forkingprocesspools [12], aswell as

usinghigh-bandwidthnetwork connections.

Considerableeffort hasbeeninvestedin studyingreplicationanddistributedcaching. Many interestingandeffective approaches

have beenproposedandimplemented.On theotherhand,lessattentionhasbeenpaid to improve theWebserver performance.Some

softwaretechniques,suchasavoiding Unix ���	�	
 overhead[12] andcachingin mainmemories[13] aresuggestedandused.Protocol

improvementssuchas Keep-alive and HTTP-NG [14, 12] are also suggestedor implemented. Other than these,thereare very few

publishedresultsaddressingthe issueof quantitatively characterizingthe behavior of Web serversand improving their performance.

Improving Webserver performanceis important,however. Evenwith replicationandcaching,a significantnumberof requestsmaystill

hit the original Web server for a busy Web site. In addition,moreandmoreWeb pagesaredynamicallygenerated,which cannot be

cachedandmustbefetchedfrom theoriginal servers.Finally, thereplicationserversandthecacheserversoftenusethesameor similar

techniquesastheoriginal Webservers,thusthey mayalsobenefitfrom improvementsto Webserversin general.Improving Webserver

performanceandreducingtheWebserveroverheadarealsoimportantfor many low-traffic Websitessuchasmostuniversitydepartment

web sites. The Web serversof thesesitesoften run on time-sharingmachinesthat alsoprovide otherservicessuchasfile serversor

computationservers.ReducingtheWebserver overheadmeansotherservicescanhave moreCPUtimesandothersystemresources.

To improve Webserverperformance,it is importantto quantitatively identify theperformancebottlenecks.In thispaper, wemeasure

andanalyzethebehavior of theApacheWebserver runningon severaldifferenthardwareplatforms.We show thatApachespendsmore

than75-80%of its CPUtime onOSkernels.We will alsogive detailedmeasurementresultsonwherethekerneltime is spent.Basedon

ourperformanceanalyses,wepresent8 techniquesto improve theperformanceof theApacheserver. Together, thesetechniquesincrease

thethroughputof Apacheby morethan61%undertheSPECweb96workload.

Therestof thispaperis organizedasfollows. Section2 briefly introducestheApacheWebserver, theSPECweb96andtheWebStone

benchmarks.Section3 outlinesourexperimentalenvironments.Themeasurementresultsandanalysisarepresentedin Section4. Section

5 proposesseveralperformanceenhancementtechniques.Theresultsof thesetechniquesarediscussedin Section6. We discussrelated

work in Section7 andconcludethepaperin Section8.

2 Apache,SPECweb96and WebStone

2.1 The ApacheWebServer

Apache[15] is a freely available,UNIX-basedWebserver developedby a teamof volunteers.It wasoriginally basedon codeandideas

found in NCSA httpd 1.3, but hasbeencompletelyrewritten sincethen. We chooseApacheas the baseof our experimentalsystem

for the following threereasons.First, Apacheis themostpopularWebserver runningtoday, accountingfor morethan48%of all Web

domainson the Internet[15]. Second,Apacheis a fully featured,high performanceWebserver, superiorthanmany otherUNIX-based

Webserversin termsof functionality, efficiency andspeed.Third, thesourcecodeof Apacheis available,enablingusto make changes
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Expected Total File

Throughput(Ops) SetSize(MB)

1 22

2 31

5 49

10 69

20 98

50 154

100 218

200 309

500 488

1000 690

Table1: Throughputvs. File SetSize

to thecodeto improve its performance.

Apacheis a multi-processedprogram.WhenApachestarts,themainprocessforks into severalchild processesthatareresponsible

for handlingincomingHTTPrequests.Eachchild processlistensto oneor severalspecificTCPports(normallyport 80). Whena HTTP

requestcomesin, onechild getstherequest.Thischild processreadstherequest,parsestheURL (Uniform ResourceLocator),findsthe

file namecorrespondingto theURL, checksthefile states,performssecuritychecking,opensthefile, readsits content,andfinally sends

thecontentto theclient. Thechild processthenlogstherequestinformationto a log file, andlistensto thenext request.

2.2 The SPECweb96Benchmark

SPECweb96was developedby the StandardPerformanceEvaluationCorporation(SPEC).It is the first standardizedbenchmarkfor

measuringtheperformanceof Webservers.

SPECweb96consistsof two parts:a file setgenerator anda workloadgenerator. Beforetestinga Webserver, thefile setgenerator

mustberun in theserver machineto populatea testfile setconsistingof many files of differentsizes.Theworkloadgeneratorthenruns

ononeor severalcomputersconnectedto theWebservermachinebeingtestedvia aTCP/IPnetwork. It simulatesWebclientsby sending

HTTP“GET” commandsto theWebserver, requestingfor files in thetestfile set.Theworkloadgeneratormeasurestheresponsetimeof

theWebserver, andincreasestherequestrateuntil theservercannothandlethem.ThemaximumHTTPrequestratethattheWebserver

canhandleis theSPECweb96value.

An importantfeatureof SPECweb96is that the total sizeof the file setscaleswith the expectedthroughputof the server. This is

becauseSPECbelieves that a higher-endserver shouldnot only provide fasterservicesbut alsoserve morefiles (Web pages)thana

smallerserver can.Table1 shows therelationshipbetweentheexpectedthroughputandthetotal file setsizesdefinedby SPECweb96.

Many studiesindicatethat small files areaccessedmore frequentlythan large files in most real world Web servers [16, 17, 18].

Similarly, in SPECweb96,thedatafilesareclassifiedby their sizesinto 4 classes,asshown in Table2. Smallerclassesareaccessedmore

frequentlyby theworkloadgeneratorthanlargerclassesare.Thefile sizesandaccessfrequenciesarebaseduponanalysisof logsfrom

severalpopularservers,includingNCSA’ssite,thehomepagesfor Hewlett-PackardandHAL Computer.

In the SPECweb96file set,Class3 files accountfor 90% of the total file setsize. However their chancesof beingaccessedare

only about1%. The remainingfiles accountfor only 10% of the total file setsize,yet receiving 99% of total accesses.This leadsto

an importantconclusion.That is, a relatively smallamountof RAM canbeusedto cachethefile setandeliminatemostdisk accesses

[19]. For example,a 4-way SMPsystemcantypically achieve a SPECweb96numberof 2000,correspondingto a file setof 1 GB. Only

100MB of RAM is requiredto cachethefile setto achieve a documenthit ratio of 99%,or a bytehit ratio of about60%. In fact,most

high performanceserver systemsnowadayshave memorysizesof hundredsmegabytesor even several gigabytes,asdemonstratedby

SPECweb96reports[19]. Thesesystemseffectively cachealmostall files in RAM. As aresult,for suchsystems,diskactivitieshave little
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Classes File Sizes AccessFrequencies

Class0 0 – 1KB 35%

Class1 1KB – 10KB 50%

Class2 10KB – 100KB 14%

Class3 100KB– 1MB 1%

Table2: File SizesperClassandFrequency of Access

effect on theoverall server performance.

2.3 The WebStoneBenchmark

SPECweb96is astandardizedbenchmarkthatgeneratesrelatively realisticWebworkloadsfor evaluatingtheoverallsystemperformance.

It mixes4 differentclassesof files in a way closeto theaccesspatternsobserved in realworld Webservers.However, researchersoften

needto changethecharacteristicsof theworkload,suchastherequestsizes,to identify theserverperformancebottleneckunderaspecific

condition. SPECweb96doesnot allow usersto changetheworkload. Therefore,whenwe needto studythebehavior of Apacheunder

differentrequestsizes,we will usetheWebStonebenchmarkdevelopedby SGI [20], whichgivesusersalmostcompletecontrolover the

workloadcharacteristics,includingtherequestsizesandmixtures.

Oneproblemof WebStoneis that its default file generatorpopulatestheserver with only 32 files. If we usethesefiles astheserver

file set,theserver will transfera very smallnumberof files over andover again.This maygeneratemisleadingresults,sincethesmall

numberof files will alwaysstay in the file cacheandthe CPU cache.Fortunately, WebStoneallows usingany datafiles. We choose

the sameSPECweb96datafiles, which is large enough(several hundredsmegabytes),asthe Server datafile. We setupWebStoneto

selectively requesttheSPECweb96fileson a specificsizerange.

3 Experimental Envir onments

We studiedthe behavior of the Apacheserver on both a uniprocessorsystemand a SMP multiprocessorsystem. The uniprocessor

experimentalsystemconsistsof a IBM RS/6000systemastheserver andtwo PentiumPCsystemsasclients,asshown in Table3. Each

client machinehasa dedicated100MbpsEthernetconnectionto theserver. TheSMPexperimentalsystemconsistsof two state-of-the-

art IBM 4-Way SMP machines,oneasthe server andthe otherasa client, connectedthroughtwo dedicated100 Mbps Ethernets.Its

configurationis listedin Table4.

WeusetheAIX built-in tracefacility to capturethesystemactivitieswhile Apacheis running.Thetracefacility recordskernelevents

with anextremelyfine granularityof details[21]. Thecollectedtracedatais post-processedby theUTLD 1.2 program[22] developed

by IBM RISCSystem/6000Division. UTLD analyzesthetracefile andgeneratesa detailedsystemutilization reportincludingtheCPU

utilization, locking time, interrupthandlingtime,aswell asCPUtimesof individual systemcalls. For bettermeasurementaccuracy, we

repeateachmeasurement3 timesandaveragetheresults.

Thetwo serversystemsusedby thisstudyhave largeRAM sizes.To studythebehavior of WebserversundersmallerRAM sizes,we

run theAIX ����
�
 (Reduced-MemorySystemSimulator)command[23] to simulatesystemswith differentsizesof realmemoriesthat

aresmallerthantheactualmemorysize,withouthaving to extractandreplacememoryboards.

We useApache1.2.0during the experiment. Apacheis compiledwith the IBM C set++C compiler, usingthe -O2 optimization

flag. All resultsareobtainedwith theApacherequestloggingturnedon,unlessotherwisespecified.The“HostnameLookups”optionfor

loggingis alsoturnedon becausethis is thedefault settingof Apache1.2.0.
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Model 43P-140

Server Numberof CPUs 1

Machine CPUType 200MHz PPC604e

(1 RS/6000) RAM Size 128MB

Disk Space 2 x 2 GB

OS AIX 4.2.1

Model PentiumPC

Client Numberof CPUs 1

Machines CPUType 133MHz Pentium

(2 PentiumPCs) RAM Size 32 MB

Disk Space 2 GB

OS Linux 2.0.30

Network 2 x 100MbpsEthernet

Table3: UniprocessorTestSystemConfiguration

Model RS/60007025F50

Server Numberof CPUs 4

Machine CPUType 166MHz PPC604e

( 1 SMP) RAM Size 2 GB

Disk Space 8 x 4.5GB

OS AIX 4.2.1

Model RS/60007025F50

Client Numberof CPUs 4

Machine CPUType 166MHz PPC604e

( 1 SMP) RAM Size 720MB

Disk Space 8 x 4.5GB

OS AIX 4.2.1

Network 2 x 100MbpsEthernet

Table4: MultiprocessorTestSystemConfiguration
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4 MeasurementResults

4.1 Effectsof SystemRAM sizes

In ourfirst experiment,werunApacheontheuniprocessorsystemwith differentRAM sizes.Using �	��
�
 , wesettheusablesystemRAM

sizesto 16,32,64 and128MB, andrun theSPECweb96benchmarkto drive theWebserver. Figure1 shows theachievedSPECweb96

throughput(thenumberof HTTP requestsper second)aswell asthe network bandwidth(thenumberof bytestransferedper second),

bothdiffer dramaticallyunderdifferentsystemRAM sizes.
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Figure1: ApacheSPECweb96Performance
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Figure2: ApacheCPUUtilization

Our analysisindicatesthattheperformancedifferencesaremainly causedby theeffect of disk caching.For theworkloadrangewe

considered,SPECweb96touchesabout100-380MB of file dataduringa typical testrun. WhentheRAM sizeis small,suchasin the

casesof 16and32MB, thesystemRAM is usedupmainlyby theprogramcodeanddatapages.As aresult,mostfilescannotbecached

in theRAM andmustbefetchedfrom thedisk. In fact,we observedthatin suchcasesthedisk is 100%busymostof time,meaningthat

to get thedatafor thenext Webrequest,theCPUmustwait until all currentdisk requestsin thedisk queuefinish. In otherwords,the

Webserverperformanceat low systemRAM sizesis limited by thediskbandwidth.Thiscanbefurtherdemonstratedby Figure2, which

shows theCPUutilization (theproportionof time thattheCPUis busy).For thesystemwith 16MB of RAM, theCPUdoesusefulwork

for lessthan20%of time. For therestof thetime theCPUsimply waitsfor disk I/Os. On theotherhand,theCPUis almost100%busy
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for thesystemwith 128MB of RAM.
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Figure3: ApacheCPUbusy-timebreakdown

We alsotracedthe systemactivities andobtaineddetailedtiming informationof thesystem.Figure3 shows theCPU activities as

percentagesof the total CPUbusy time. In general,Apachespendsonly about20-25%of its CPUtime on theusercode.On theother

hand,it spendsalmost35-50%of its CPUtime on kernelsystemcalls,which includesthe “file system”,the “network” andthe “other

syscalls”portionsasshown in Figure3 � . The remaining25-40%of the CPU time is for handlingfirst level interruptsincluding I/O

interrupts(Ethernetanddisk interrupts),pagefaultsandother interrupts(clockinterrupts,etc.). The interrupthandlersbelongto the

bottomhalf of theOSkernel[24]. Technicallythey arenot partsof theWebserver processes.However, they provide necessaryservices

for theWebserver andconsumeavery significantportionof theCPUtime.

As pointedout before,theWebserver performanceis limited by thedisk bandwidthfor smallsystemRAM sizes.Thereis perhaps

little thatonecando to improve theserver performanceundersmallRAM sizes,exceptfor usingfastdisk systemsor adjustingthedisk

cachingalgorithms. On the contrary, the Web server performanceon a systemwith a large RAM size is mainly limited by its CPU

performance,sinceour profiling datashow that theCPUis saturated.If we canidentify theperformancebottlenecksandremove them

to reducetheir CPU time requirements,we canimprove the server performance.In the following discussionswe will concentrateon

studyingthebehavior of Webserverson systemswith largeRAM sizes.All following resultsfor theuniprocessorsystemareobtained

with 128MB of RAM. For theSMPsystem,all resultsaremeasuredunderthedefault setupof 2 GB of RAM.

Figure4 givesdetailedCPUtimebreakdown for Apacherunningon theuniprocessorsystemwith 128MB of RAM. It clearlyshows

that theTCP/IPstackandthe low level network handlingconsumethemajority of theCPUresource.Thecodedirectly involvedwith

TCP/IP(the dark sectorson thebottom,including the EthernetDriver, the �����! #"%$ , 
�"�&'")(* andotherTCP/IPsystemcalls) takes29%

of the total CPU time. The first level interrupthandlers(the light sectorson right, including I/O Interrupt, data page fault andother

interrupts) alsousea significantamount(24%) of CPUtime. Among them,the I/O Interrupt portion is mainly for handlingEthernet

interrupts.Sincemostdisk files arecachedin RAM, therearevery few disk activities observed. TheTCP/IPandtheEthernetinterrupt

handlerstogethertake 43%of thetotalCPUtime,which is themainperformancebottleneck.File systemoperations(thelight sectorson

theleft, includingthe �	"�+-, , �*./")0 , 
1 #+� andothersystemcalls)use17%of theCPUtime,which is verywastefulbecausemorethan99%

of the active datafiles canbe cachedin the systemRAM. The usercodeusesabout23% of total CPUtime. Finally, the “incinterval”

systemcall thatis mainlyusedby the +2&3+-�	� andothertimer functionsuses3%of theprocessingtime. All othermiscellaneoussyscalls,

which includesignalhandlingandsystemcallssuchas 42"� 3.5�!, and ")65�7 , take only about2%of thetotal CPUtime together.

� We includetheEthernetanddisk driversastheTCP/IPstackandFile systemactivities becausethedevice driversarecloselyrelatedto theTCP/IP

stackandFile system.However thedevice driversareactuallycalledby SecondLevel InterruptHandlers.Thusstrictly speaking,they arebottom-half

kernelactivities andarenotpartsof theWebserver processes.
$ A very small percentageof thewrite time is actuallycausedby writing the log file, which is a file systemactivity. Similarly, a small portionof the

8)91:�; time (about10%)is causedby readrequestsfrom thenetwork, althoughweclassify 8)91:�; asafile systemoperation.
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4.2 Context Switching Overhead

Apacheusesmultiple processesto handlemultiple requestsconcurrently. As a result, the overheadof the context switchingbetween

Apacheprocessesis of a performanceconcern. To reducethe overhead,many new Web servers suchas <�")=>
 [25] now usemulti-

threadedarchitectures.

To quantitatively identify the context switchingoverheadof Apache,we usethe UTLD programto generateprocessdispatching

reports. We found that the overheadcausedby the ,��?
@.�+- A(�B5")� is a minimal (0.4%)portion of the total CPU time. While we arenot

ableto directlymeasurethecontext switchingoverheadcausedby cachemisses,our resultsof runningthe &3�DC�")0>(�B [26] OSbenchmark

indicatethatthecontext switchingoverheadfor 20 processesthattouch4KB dataeachaftercontext switchingis 43microsecondsin our

system.Theoverheadis 121microsecondsif eachprocesstouches16 KB of data. Thesenumbersmatchwith the resultsreportedby

McVoy andStaelin[26]. Sinceon averageeachApacheprocesstouches(readsandsends)several KBs of databeforeanothercontext

switching,we canreasonablyassumethat the context switchingdelayfor Apacheprocessesin our systemis closeto or lessthan100

microseconds.TheUTLD programhasreportedthat theaveragetime betweendispatchesof Apacheprocessesis about8 milliseconds,

which meansthat thecontext switchingoverheadis aroundor lessthan1-2%(100/8000).On theotherhand,in a thread-basedsystem,

context switchingto anotherthreadmayalsocausemany cachemissesif thethreadtouchesa largeamountof data.

Themainadvantageof usingthreadis thata threadtypically useslesskernelresourcesthana processdoes.Thecontext switching

overheadof threadsis alsolower thanthatof processes.This is especiallytruefor somesystemsthathave to flushtheentirecontentof

thecachebetweeneachprocesscontext switch. On theotherhands,our measurementresultsshow that for a PowerPCsystemrunning

AIX, the dispatchingandcontext switchingoverheadsof Apachearealreadyvery low. This suggeststhat usinga thread-basedWeb

serverarchitectureinsteadof aprocess-basedapproachmaynotalwaysimprove theserverperformancesignificantlyfor someplatforms.

While usingthreadscanalsoeliminatetheinter-processcommunicationoverheadcausedby signals,our profiling datashows thatsignal

handlingoverheadon Apacheis not significant. Furthermore,a process-basedapplicationis easierto port comparedto a thread-based

program,becausenot all systemssupportthreads. In general,we believe that the choicebetweenmulti-processesandmulti-threads

shouldmainlybea preferenceof programmingstyle,ratherthana majorperformanceconsideration.

I/O Interrupt
14%

other interrupts
4%

other syscalls
2%

incinterval
3%

ethernet driver
5%

select
2%

other tcp/ip
2%

open
3%

other filesystem
2%

data page fault
8%

read
10%

stat
2%

write
20%

user
23%

Figure4: DetailedApacheCPUTime Breakdown (128MB)

4.3 Apacheon a SMP system

Wehave alsorunApacheona4-CPUSMPsystemwith 2 GB of RAM asaserverandSPECweb96onanotherSMPsystemasaclient to

generateHTTP requests.However, theSMPsystemrunningtheWebserver is sopowerful thatit cannot besaturatedby theclients.As

a result,theCPUutilization is only about60%. Nevertheless,our profiling data,which areshown in Figure5, still provide many useful
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insights.

Figure5 looksverysimilarto Figure4, implying thatthebehavior of ApacheonaSMPsystemis verysimilarto thatonauniprocessor

one.A noticeabledifferenceis thattheI/O interrupttime in theSMPsystemaccountsfor 25%of total CPUtime,asoppositeto 14%in

theuniprocessorsystem.Sincewe usethesame100BaseTEthernetcardsfor boththeSMPandtheuniprocessorsystems,thedifference

shouldnot be causedby the network cardsthemselves. Instead,we believe that it is causedby bus contentionor the SMP cache-

coherenceprotocoloverheadfor DMA datatransfer. The datapagefault overheaddisappearsbecausethe SMP systemhassufficient

amountof memoryto hold all programdataandcodepagesaswell asfile data.Finally, the +-(E(�"@.� systemcall, which doesnotshow up

in theuniprocessorcase,now consumesa noticeableportionof time.

user
20%

I/O Interrupt
25%

other interrupts
5%

ethernet driver
8%

select
4%

other tcp/ip
2%

other file system
1%

open
2%

sigaction
1%

incinterval
3%

stat
3%

accept
6%

write
14%

read
6%

Figure5: DetailedApacheSMPCPUTime Breakdown

4.4 Effectsof RequestSizes

SPECweb96generatesWebrequestswith mixedrequestsizes.While it givesusa balancedview on theoverall systemperformanceand

behavior, it is oftendesirableto studythesystembehavior underdifferentrequestsizes.Thestudiesof oursandothers[27] indicatethat

differentrequestsizesstressthesystemin very differentways.

To studythebehavior of Apacheunderdifferentrequestsizes,we conductedanother4 groupsof testson theuniprocessorsystem,

usingtheWebStonebenchmark.For thereasonsdescribedin Section2, we useSPECweb96datafiles asthetestfile setfor WebStone.

The SPECweb96files areclassifiedaccordingto their sizeswith class0 beingthe smallestsizesandclass3 the largestsizes. In each

groupof thetestswe let theWebStonerequestabout100differentfiles from aspecificSPECweb96file class.As aresults,weareableto

measurethebehavior andidentify theproblemsof Apacheunderdifferentfile sizes.

Figure6 summarizestheresultsof theApachebehavior underdifferentrequestsizes.Thisfigureclearlyshows thatwhentherequest

sizesaresmall (class0 andclass1 files), usertime dominatesthe total CPUtime. Thefile systemandtheTCP/IPstackarerelatively

equallystressed.For largerequests(class2 andclass3 files),Apachespendsmostof its time on theTCP/IPstack.

ThedetailedCPU time breakdowns for differentfile sizesareshown in Figures7 to 10. It is clearfrom the figuresthat, for small

requestsizes(class0 andclass1), Apacheusercodeis themainperformancebottleneck,accountingfor 34-36%of thetotal CPUtime.

This is becausethat thereis a fixedamountof overhead,suchasparsingtherequestandlogging therequest,involved in eachrequest.

Whentherequestsizeis small, the time spenton transferringdatafrom thefile systemto thenetwork is relatively short,thereforethis

fixedoverheadbecomesadominantportion.Thelargeoverheadsuggeststhatthereis potentiallyalargeroomof improvementontheuser

codeof Apache.First level interruptprocessingis anothermajoroverhead,consuming19-20%of the total processingtime. However,

thereis perhapslittle onecan do aboutthis, except for usinga very intelligent device that requireslessCPU attention. Finally, the
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Figure6: ApacheCPUTime for differentfile sizes

CPUspendsalmostidenticalamountsof timeson thefile systemandtheTCP/IPstack.Thereareno obviously dominantsystemcalls,

implying thatonecannotexpecta significantperformanceincreaseby eliminatingoneor a few systemcalls.
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Figure7: DetailedCPUTime Breakdown for Class0 files

Thecasesfor largefile sizesarecompletelydifferent. Becauseof the large requestsizes,theoverheadof theusercodebecomesa

relatively smallportionof thetotalprocessingtime. Rather, theCPUspendsmostof its timeonthe ���	�7 @" systemcall, whichcopiesdata

from theuserspaceto thekernel FHGJILKM
 (thebuffer structuresusedby theTCP/IPstack). The total time spenton thefile systemis

similar to thecasesof smallfile sizes.However, now the �N")+-, systemcall, which transfersfile datafrom thefile systemcacheto theuser

space,dominatesthefile systemoperationsbecauseof thelargefile sizes.Theoverheadscausedby otherfile systemactivities, suchas

�E.5"�0 and 
1 #+� A6 , becomenegligible.

5 Impr oving the ApachePerformance

We have shown that for theSPECweb96workload,on a uniprocessorsystemApachespendsabout23%of the total CPUtime on user

code,26% on interrupthandlers,29% on TCP/IPprocessingand17% on file systemoperations.It is difficult to reducetheoverheads
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Figure8: DetailedCPUTime Breakdown for Class1 files

causedby TCP/IPprocessingandinterrupthandlingunlesswe modify the OS codeor changethe hardware. On the otherhand,it is

possibleto greatlyreducethefile systemoverheadandtheusercodeoverhead,aswill bedemonstratedin theremainingof this section.

5.1 Using the OPORQ5S function

For our systemwith 128MB of RAM, almostall frequentlyaccessedfile dataarecachedin thefile systemcache.However, Figures7

to 10 clearlyindicatethatfor all 4 differentclassesof files,Apachestill spendsa considerableamount(17-19%)of its CPUtime on file

systemactivities. Thereasonto thishighoverheadis thatfor almosteveryHTTPrequest,Apachehasto checkthefile stateusingthe 
1 #+� 
systemcall, �E./")0 thefile and �	"�+-, thefile datafrom thefile systemcacheinto theuserbuffer, beforeit canshipthedatato thenetwork.

Ourfirst approachis to usethe �D�T+�. functionto eliminatethedatacopying betweenthefile systemcacheandtheuserspace.When

Apacheneedsto reada file, we let theprogramopenthefile, thenusethe �D�T+�. functionto mapthedataof thefile into theuserspace.

As a result,theserver cansendthemappeddatadirectly to thenetwork, avoiding the �	")+-, systemcall altogether. Whentheentirefile

contentis sentout, thefile is unmappedandclosedto limit thenumberof openedfiles in thesystem(mostOSsposea limitation on the

numberof filesa processcanopen).

This approachis easyto implement. However, we found that the effectivenessof this approachis limited for the following two

reasons.First, for smallfile sizes(class0 andclass1 files),Figures7 and8 show thatthe �N")+-, systemcall accountsfor only 30-50%of

thetotal file systemoverhead.Otherfile systemcallsthatcannotbeeliminatedby �T�D+�. , suchas �*./")0 and (�&3�N
)" , alsohave significant

impactson theserver performance.Second,for eachmmappedpagesaccessedby theWebserver, theVirtual Memorysystemgenerates

a pagefault,eventhefile dataarealreadycachedin thekernelbuffer. Sincethefile is unmappedandclosedafterthedataaresentout,a

sequenceof pagefaultswill occuragainwhenthefile is re-mappedinto theuserspacenext time. Becauseof theoverheadof pagefaults,

readingdatafrom themmappedareais about20-100%slower thanfrom theusermemoryspacein mostOSs,asreportedby McVoy and

Staelin[26]. Our own experimentsalsoconfirmedtheir observation. The &3�TC1"�0>(1B benchmarkreportsthat our systemhasa memory

bandwidthof 72 MB/secfor readingdatafrom the userspace.Thememorybandwidthis 59 MB/secfor readingdatafrom mmapped

areas,which is about22%lower thantheformer. We will furtherdiscusstheperformanceimpactof the �D�T+�. overheadshortly.

5.2 Cachingfiles in the UserSpace

A bettersolutionis to cachethe file datain the Web server userspace.A Web server candirectly ship the dataof cachedfiles to the

TCP/IPstack,avoidingall file systemcallssuchas �*./")0 , �	")+2, and (�&3�N
)" . Moreover, asdiscussedabove, readingdatacachedin theuser

memoryspaceis fasterthanfrom themmappedarea,resultingin a betterserver performance.
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Figure9: DetailedCPUTime Breakdown for Class2 files

To evaluatethe performancebenefitof cachingin the Web server userspace,we conductedthe following experiment. we let the

WebStonerepeatedlyretrieve a single1 MB file from theApacheserver. Becauseof the largefile size,theoverheadscausedby �*./")0
and (�&3�N
)" systemcalls arenegligible. We have alreadyfound that in our system,readingdatafrom theuserspaceis about22% faster

thanfrom a mmappedarea.Figure10 shows thatwhentransferringlargefiles, Apachespendsmostof thetime on the �����! #" function,

which readsdatafrom theuserspaceor from themmappedareaandwritesthedatato network buffers. Thereforewe expectedthat the

server bandwidthof Apachecachingdatain theuserspaceshouldbenoticeablyhigherthanthatof Apacheusing �D�T+�. . We obtained

anaverageserverbandwidthof 87.24Mb/secby cachingthefile in theuserspace,ascomparedto 78.30Mb/secif weuse�T�D+�. to fetch

thefile data,giving riseto almost11%improvement.

Our profiling dataalsoindicatesthatApachefrequentlycallsthe 
1 #+� systemcall to getthefile states,suchastheaccesspermission

andcreate-timeinformation.For smallfile sizes,the 
1 #+� systemcall accountsfor about20%of thetotal file systemoverhead.It will be

beneficialto cachethefile statein theWebserver userspacealso.Sincethefile stateinformationis small,theoverheadfor cachingthis

informationis minimal.

In theremainingof thissectionwepresentthedesignof auser-level cachefor Apachethatcachesboththefile dataandthefile states

in a usermemoryregionsharedby all processes.

5.2.1 Data Structur es

Thedatastructuresof thecacheis shown in Figure11. Thecacheis divided into two parts,namelythecacheinformationpartandthe

cachedatapart.Thecacheinformationpartis usedto managethecacheandstoresfile states.It is in asharedmemorysection,consisting

of a hashtableanda CacheNodetable. Thefile dataarestoredin anothersharedmemoryareacontainingmany buffers.

TheCacheNodetableis a fix sizearrayof CacheNodes. Eachfile in thecachehasoneandonly oneCacheNode.Thetotal number

of CacheNodesis themaximumnumberof files thatcanbecached.We choosethis staticarrayapproachbecauseof its simplicity and

efficiency. We do not have to write a memoryallocatorfor the sharedmemorysectionto dynamicallyallocatedata. We canset the

maximumnumberof nodesto a very high number, say10000,so it will not posea severelimitation in a real world system.Sincethe

table residesin the virtual memoryspace,the unusedportion of the tablewill not be kept in the real memoryso it causesalmostno

additionaloverhead.

A CacheNodecontainsthe file name,the UV+�
1 @WL+2(1B5"),YX��Z�T" , the [� ? #���!C1=� #" andother informationrelatedto a cachedfile. The

U\+]
1 ^WL+-(1B5"),YX_�!�T" is for solving the cachecoherency problem,which will be discussedshortly. The [� ? #���ZCE=� @" field storesthe file

attributes(states)suchasthefile type,ownership,createtimes,etc.ThecachegetstheinformationusingtheC 
� A+� and &7
1 A+- functions.

Sincethefile statesarecached,a Webserver doesnot have to call theoperatingsystemwhenit needsthe information. Thehashtable,
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Figure11: Thedatastructuresof theuser-level cache

which is an arrayof pointersto CacheNodes,is usedto speedup the lookup of the cache.Eachpointerin the hashtablealsohasan

associatedlock to preventtwo processesfrom modifying thehashchainat thesametime.

Theactualcacheddatais storedin anothersharedmemoryarea.Eachfile storesits datain a buffer that is a portion of theshared

memoryarea. The Buffer dataentry in the CacheNodeof a file pointsto the startingaddressof its buffer. Becauseall buffers arein

thevirtual memoryspace,we do not have to implementour own LRU algorithm. If realmemorybecomeslimited, thevirtual memory

systemwill automaticallypageout theleastfrequentlyaccessedpages.

Sincelargefilesareseldomaccessed,to preventa largefile from flushingothercachedfilesfrom therealmemoryandcausingvirtual

memorythrashing,thesystemimposesauser-specifiedupperlimit to thesizesof thefiles thatcanbecached.For example,afile will not

becachedif its sizeexceeds100KB. Weusethe �T�D+�. functionto speedup accessesfor uncachedlargefiles. In any case,thefile state

is alwayscached,regardlessof thesizeof thefile.

5.2.2 Operations

Thecacheprovidestwo operationsto theWebserver, namely“get file state”and“get file content”.Thefirst functionreturnsthecached

file statefrom a CacheNodeona cachehit, or gettheinformationfrom thefile systemandcacheit beforereturningon a cachemiss.Its

interfaceis similar to andcanreplacetheUnix functions 
1 #+� and &7
1 #+� . The“get file content”simply returnsa pointerto thefile data

buffer for a cachehit. On a missthecachereadsthedatato a cachebuffer from thefile systemandthenreturnsthebuffer pointer. If the
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file is not foundor not cacheable(for example,too large),thefunctionsimply returnsa NULL pointer. TheWebserver will thenusethe

�T�D+�. functionto getthefile data,or reportanerrorif thefile doesnotexist.

While checkinga CacheNodeentry, the systemalsocomparesthe currentsystemtime with the U\+]
1 ^WL+-(1B5"),YX_�!�T" field of the

CacheNode,which givesthe time of thelastupdateof thefile state.If thedifferencebetweenthetwo time valuesexceedsa threshold,

say60 seconds,thesystemreloadsthefile stateandcomparesnewly loadedstatewith theold one. If thecachefinds that thefile have

beenupdatedby users,the currentlycachedfile datais discardedso that it will be reloadedfrom the file systemlater. This approach

impliesthatthereis ashortperiodof time,say60seconds,duringwhicha cachedfile andits diskfile versionmightnotbethesame.We

believe thatthis shorttime of inconsistency will not causemajorproblems.In casea userwantsthenewly modifiedWebpageavailable

immediatelyto theWebserver, weprovide a programto loadthefile into thecacheimmediately.

5.3 Speedingup Logging

Typically a Webserver logsevery HTTP requestinto a log file. Thelogginginformationincludestheclient name,therequesttime, the

requestedURL, etc. During our experimentswe found that the logging processof Apacheis a major overhead.For example,on the

uniprocessorsystemwith 128 MB of RAM, the SPECweb96numberof Apachewith logging is 158 ops/sec.Simply turning off the

loggingoperationresultsin aSPECweb96numberof 194ops/sec,whichis a22%improvement.Sincelogginginformationis veryuseful

for many Websites,it is desirableto reducetheloggingoverheadof Apache.

5.3.1 CachingDNSresults

We foundthatthemajority of overheadsof loggingcomesfrom looking up thehostnamesof clients.Apacheusesthe 42") A0>+2�T")C1`-+-,�,��
function to performthe DNS (DomainNameService)lookup usingclient IP addressesasinputs. Apachecalls the function for every

HTTP requestbeinglogged. This is very wasteful,sinceusersnormally sendout a sequenceof requeststo a Web server for multiple

objectsin a Webpage(theHTML file andmany smallbitmapfiles). As a result,multiple namelookupoperationsareperformedfor the

sameIP address.Theoverheadis especiallyhigh if thereis nonameserver runningat thelocalmachine.In suchacase,thenamelookup

requestsmustbesentacrossthenetwork to a nameserver, causinglongdelaysandextra network traffic. For smallfile sizes,thelogging

delayscausedby DNS lookupsmay dominatethe HTTP requestresponsetime. While it is possibleto disablethe hostnamelookup

processesandlog only theclient IP addresses,mostWebadministratorswouldpreferlogginghostnames,becauseit providesmuchmore

information.

We solve the problemby usinga simpleandeffective technique— A DNS cachethat cachesthe hostnamesandIP addressesof

clientsin theWebserver addressspace.TheDNS cacheis a smallarray(aboutseveralhundredentries)of recordsthatcontainthehost

namesandIP addressesof client machines.Thecacheentriesareindexedby hashingtheIP addressof machines.WhenApacheneeds

to lookupa client’s namewith anIP address,theDNS cacheis checkedfirst. If thereis a cachehit, themachinenameis returnedfrom

thecache.Otherwisethecachecalls the 42") A0>+2�T")C1`-+-,�,�� functionfirst to find themachinename,putsthe informationinto thecache,

thenreturnsthemachinename.Ourmeasurementresultsshow thatthissimplesolutionimprovesthethroughputof Apacheby morethan

14%. This is equivalentto reducingtheloggingoverheadby 63%(14/22),sincetheloggingoverheadreducestheserver throughputby

22%.Of course,this numberrepresentsthebestcasesituation.Becausethereareonly 2 clientmachinesduringour testing,thecachehit

ratio is 100%.Nevertheless,we believe that in thereal-world situationthecachecanachieve a hit ratio of 70-90%or more.Typically a

client generatesat leasta dozenHTTP requeststo a websiteduringa visit. Only thefirst requestneedsa namelookupto a nameserver.

For theremainingrequests,theclient namecanbeobtainedfrom theDNScache.

5.3.2 CachingString Results

We ranApachewith the 4�.5�	�N� profiling tool andfoundthatanothernoticeableportionof theloggingoverheadis causedby loggingthe

requesttime andstatuscode.For eachrequest,Apachehasto convert thecurrentsystemtime into a human-readableASCII stringand

thenwrite thestringinto thelog file. Similarly, it hasto convert therequeststatuscode— successor fail, for example— into anASCII

string.Bothstringconversionoperationsareexpensive.

However, many of thestringoperationsareredundant.For example,theloggingtime resolutionis only 1 second.As a result,in any

second,Apachecalls the time conversionroutineshundredstimes,only to convert thesametime into thesamestringagainandagain.
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Similarly, themajority (80-90%)of statuscodesduringa normaloperationperiodshouldbe“successful”[16]. It is wastefulto convert

thesame“successful”statuscodeinto thesamestringover andover again.

The overheadcanbe significantly reducedby cachingthe last string conversionresult. For example,we let the time-conversion

routinestorethe resultingstring in a staticarray. WhenApachecalls theconversionroutineagain,the routinereturnsthe result in the

staticarrayif thecurrenttimeargumentis thesameasthelastcall, thusavoidingmany redundantstringoperations.Similaroptimizations

canbeappliedto thestatuscodeconversionandseveral otherplacesin theApachecode. This requireschangingonly several linesof

code.Theresultis a 20%of reductionon theloggingoverhead,or a throughputimprovementof about4 percent.

5.3.3 Delayed Logging

TheDNS cacheandthestring resultcacheseliminateabout83%of the loggingoverhead.Therest17%of performancelossis mainly

causedby otherusercodedealingwith logging,andby the ���	�7 #"	
 systemcall thatwritesthelog entryinto thelog file for eachrequest.

Initially we believed that the ���	�7 #" systemcall is the causeof the slowdown, so we designedand implementeda mechanismcalled

delayedlogging, trying to eliminatetheoverheadcausedby �����! #"�
 . Wekeepa largelog buffer (32 - 64KB) in asharedmemorysection

sharedby all Apacheprocesses.Insteadof calling ���	�7 @" , theApacheprocessescopy thelog entriesto thelog buffer. The �_���7 @" system

call is only invokedwhenthelog buffer is full, or by a backgroundprocessthatflushesthelog buffer to thediskfile every60 seconds.

Unfortunately, while thedelayedlogging approacheliminatesmost �_���7 @" systemcalls for logging,our testingresultsshow that it

doesnot result in a measurableperformanceincrease.We believe that it is becausethe �_���7 @" systemcall of AIX is very efficient. Its

mainoverheadis copying datafrom theuserspaceto thefile systemcache.Theactualwrite to thediskoccurslaterwhenthefile system

cacheis full or whenthecacheis flushedby theflushdaemon.Thedelayedloggingschemedoesnot reducetheoverheadof datacopy (it

actually �!0>(1�	")+]
�"�
 thenumbersof datacopy), thusit doesnot help. However, this schememaystill beusefulfor systemsof which the

�_���7 @" functionhasa largeoverheadin additionto datacopy.

5.4 CachingURI ProcessingResults

We have shown thatApachespendsabout20-23%of its CPUtime on usercode.Usingthe 4�.5���Y� tool, we foundthatabout60%of the

usertime arefor processingURIs (Uniform ResourceIndicators,the partsof URLs after the colon),e.g.,parsing,directorychecking,

securitychecking,translatingtheURI to a file name,etc. TheURI parsingoverheadbecomesa majorperformancebottleneckafter the

file systemoverheadis eliminatedby theuser-level file cache.

The problemhereis very similar to the onefacedby physicallyaddressedCPU caches.A physicalCPU cachecaneliminatethe

overheadof transferringdatabetweenthemainmemoryandtheCPUoncachehits. However, theCPUneedsto translatevirtual addresses

to physicaladdressesbeforeaccessingthecache.Theaddresstranslationprocessis potentiallyvery expensive, involving accessingpage

tablesin theRAM for eachmemoryaccess.Almostall modernCPUsuseTLBs (TranslationLook-asideBuffers)thatsignificantlyreduce

theaddresstranslationoverhead.A TLB cachesthe translatedphysicaladdressesto speedup addresstranslation.We adoptedthe idea

of TLB into theWebserver design.TheURI parsingprocessresemblestheprocessof translatinga virtual address(a URI) to a physical

address(afile name).Thissimilarity leadsusto thedesignandimplementationof aURI cachethatgreatlyspeedsuptheURI processing

of Apache.WhenApachefinishesparsingandcheckinga URI andobtainsa file namecorrespondingto theURI, theURI/file-namepair

is put into thecache.LaterwhenaclientsendthesameURI to theserver, theservercanobtainthefile namecorrespondingto therequest

directly from thecacheandsendthedataout,without goingthroughthetime-consumingparsingandcheckingprocessagain.Notethat

becauseApachesupportstheconceptof “V irtual host” a , thesameURI may result in differentfile names.Consequently, eachvirtual

hosthasits own URI cache.Similarly, differentURIs maycorrespondto thesamefile, althoughit is easyto handlethissituation.

This schemeis especiallyhelpful for dynamicallygeneratedWeb pagessuchasdirectorylists, becauseit is expensive to generate

suchpages.Becausedynamicpagesdo not have correspondingphysicalfiles, theprogramassignsa unique“pseudo-file-name”to each

pageandstorestheresultingpagedatawith thepseudo-file-namein thefile cache.TheURI/pseudo-file-namepair is alsocachedin the

URI cacheto speedupaccesses.

Anotherpossiblesolutionis to usetheideaof virtual addresscaches.For example,thefile cachecanbeindexedby URIs (thevirtual

addresses)insteadof by file names(the physicaladdresses).Whena client requestsa URI, the file cacheis searchedusingthe URI

a “Virtual hosts”refersto theability of asingleWebserveractingasmultiple “virtual” Webservers,eachof themhasits own nameandIP address.
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asthe index, andthe file contentis returnedon a cachehit. This solutionis fasterthanthe decoupledURI-Cache/File-Cachesolution

presentedabove. However, after someexperimentswe rejectedthis idea. The reasonis that this schemefacesthe sameproblemsof


�`20>��0>`2��
Yb7+]&c�Z+]
)"�
�d and B]�	�D�	0>`-��
 of virtual caches[28]. SynonymsoccurwhenseveralURIs correspondto thesamefile name.A

virtual cachewill cachethesamefile multipletimesfor eachURI, wastingmemoryspaceandmaycauseaconsistency problemif theWeb

server supportstheHTTP “PUT” (modification)operation.Homonyms occurwhena URI correspondsto several differentfile names,

suchasin the caseof multiple virtual hosts. Solving the problemsof synonyms andhomonyms requiresrelatively complex software,

thereforewe implementedthesimplerandmoreflexible decoupledapproach.

Apachesupports“ContentNegotiation”. For the sameURI, Apachemay returndifferentdocuments,saya Frenchversionor an

Englishversion,uponthe requestof clients. Currentlywe have not found an efficient way to handlecontentnegotiationsin the URI

cache.Therefore,wedonotcachetheURI/file-namepair if it is aresultof acontentnegotiation.Thiswill notcauseamajorperformance

problem,sincenotmany documentsnowadaysusecontentnegotiations.

6 Resultsof the EnhancementTechniques
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Figure12: SPECweb96Resultsof theEnhancedApache

Figure12 comparestheperformanceof Apachewith variousperformance-enhancementtechniqueswe proposedandimplemented.

Thebaronthefar left is theperformanceof theoriginalApache.WecanseethattheDNScacheimprovestheserver throughputby more

than14%. Cachingthestringconversionbringsin another4% performanceincrease.We thenusethe �T�D+�. functionto speedup both

smallfiles andlargefiles accesses.This resultsin a 9% throughputincrease.However �T�D+�. doesnot eliminateotherfile systemcalls

suchas �*./")0 and (�&c�Y
)" , thereforetheserver still spendsa lot of time on file systemoperations.Next we addthecacheof thefile states,

whicheliminatesall 
1 #+� callsandresultsin a3%improvement.Wethenaddtheuser-level file cachefor smallfiles,anduse�T�T+�. only

to speedup accessesfor uncachedlargefiles. Theuser-level file cacheremovesalmostall file systemcalls, improving theperformance

by about11%. Finally, we implementthe URI cacheandobtainanother10% speedup. Together, the 6 techniqueswe proposedand

implementedboosttheperformanceof Apacheby morethan61%,asshown by theright mostbarin Figure12.

To explorethepotentialsof furtherimprovements,we tracedtheApacheserver incorporatingall theabove techniques,andobtained

theprocessingtimedistributioninformationshown in Figure13. Asexpected,thefile systemoperationsarealmostcompletelyeliminated,

indicatingthatourcachingschemesworkedverywell. Becauseof thereductionof thekerneltime, theproportionof theoverheadcaused

by theApacheusercodeincreaseseventhoughourURI cachereducestheusercodeoverheadsignificantly. In fact,theApacheusercode

now takes31%of thetotalCPUtime,which is themajorbottleneck.Usingthe 4�.5���N� program,we foundthata largeportionof theuser

time is spenton computingtheHTTP responseheaderinformation,suchasthefile modificationtime, file length,etc. We arecurrently

trying to pre-computetheHTTP headinformationandstoretheinformationin thefile cachewhena file is loaded(or reloaded)into the

file cache.This shouldeliminatemostoverheadcausedby computingtheHTTP responseheader. In [29] Kaashoeket al. alsosuggested
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to pre-computetheHTTPheaderinformationandstoreit in afile. Our schemedoesnothave to storetheheadersin files. Rather, it takes

theadvantageof ouruserlevel cacheandautomaticallycalculatestheheaderinformationwhena file is loadedinto thecache.
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Figure13: DetailedCPUTime Breakdown for EnhancedApache

While it is possibleto further optimize the usercodeof Apache,Figures13 shows that two activities, namelythe EthernetI/O

interruptsandthe �_���7 @" systemcalls,alsogreatlylimit theserver performance.Althoughit is difficult to reducetheinterruptoverhead,

it is possibleto greatlyreducetheoverheadof ���	�7 @" systemcallsfor the following reasons.Theoverheadof a ���	�7 #" is mainly caused

by datacopying. Even with �T�D+�. andour user-level file cache,the ���	�7 @" systemcall still hasto copy datato the kernel FHGeILK ,

eitherfrom thekernelfile cachein thecaseof using �T�D+�. , or from theuserfile cache.Thedatacopying causessignificantoverhead,

especiallyin thecasesof multiprocessorsystemsbecauseof thecache-coherenceprotocols.Moreover, thecopying processflushesthe

CPUdatacache,increasingthecachemissratios.

Webelieve thatfutureoperatingsystemsshouldprovide supportfor directly sendingdatain thekernelbuffer to thenetwork without

copying. For example,the OS canprovide a systemservicecalled“read file into mbuf”, which readsthe file datafrom the disk and

cachesthem in the kernel in an FHGJILK chain. Later an applicationcan issuea “sendfile in mbuf” systemcall, which passesthe

FfGeILK chaindirectly to theTCP/IPstack,without theneedof datacopying. Thiswill greatlyimprove theperformanceof Webservers

aswell asothernetwork applicationssuchasfile servers. It is alsopossibleto unify theabove two calls into a single“sendfile” system

call, whichshipsthespecifiedfile from thedisk (if thefile is not cached)to thenetwork directly g . This techniqueis especiallyimportant

for largefiles,becauseFigures9 and10 show thata Webserver spendsmostof its time on the �_���7 @" systemcall for largefile sizes.We

expectthat the techniquewill at leastdoubleor even triple the server performancefor large files which arebecomingmoreandmore

importantbecauseof theincreasinguseof audioandvideofiles on theWebpages.It will alsosignificantlyreducetheserver overhead

for smallfiles.

7 RelatedWork

McGraph[30] measuredthe throughputsandresponsetimesof several Web serverson 4 differenthardwareplatforms. He found that

deliveringlargefiles is dominatedby thenetwork transfertime, regardlessof theserver softwareor platforms.

Almeida et al. [27] andYateset al. [31] have recentlypresentedan interestingstudyon measuringthe behavior of the Apache

Webserver on a PCrunningLinux [27]. UsingtheWebmonitorthatthey developedandthekernelprofiling facility in Linux, they have

measuredandanalyzedtheserverperformanceontopof Linux. Ourresearchdiffersfrom theirsin thefollowing importantaspects.First,

theAIX tracingfacility andtheUTLD programprovide uswith muchmoredetailedsystemactivity statisticsthanLinux can. Second,

g MicrosoftalreadyhassuchanAPI called h 8):�i/j^kml3n!opl7qc9 in theWindows NT system.
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AlmeidaandYatesetal. useda low-endplatform,which is a75MHz PentiumPCwith 16MB RAM. WestudytheWebserver behavior

on a rangeof hardwaresystems,suchasa fast200 MHz PowerPCuniprocessorsystemwith 128 MB of RAM, anda very powerful

4-WaySMPsystemwith 2 GB of RAM. As indicatedpreviously, differentmemorysizespresentquitedifferentperformancebehaviorsof

theApacheserver. Third, they useda 10 MbpsEthernetastheconnectionbetweentheclientsandtheserver. Our studies,aswell asthe

SPECweb96documents,indicatedthatthe10MbpsEthernetis saturatedby afew clients,leaving theCPUidle mostof timeandcausing

notablemeasurementerrors.Fourth,insteadof only usingWebStone,we alsouseSPECweb96,which is a standardizedbenchmarkand

generatesmorerealisticworkload. Finally, we have alsoproposedandimplementedseveral performanceenhancementtechniquesthat

improve theperformanceof Apachesignificantly.

In [13] MarkatosproposedcachingWebdocumentsinsidetheaddressspaceof Webservers,whichis similar to ouruser-level caching

approach.Hereferredto this ideaas“Main MemoryWebCaching”.Heusedserver tracesfrom severalWebsitesto conducttrace-driven

simulations.Heshowedthatevenasmallamountof mainmemory(512Kbytes)canholdmorethan60%of thedocumentsrequested.We

independentlyproposedthesimilar ideaof cachingfile dataandactually �!�e./&'")�T"�0/ #"�, thecachefor theApacheWebserver. We also

usethe �D�T+�. functionto speedup accessesto largefiles. Moreover, in additionto thefile content,we cachefile statesalso,sinceour

profiling datashow thatApachefrequentlyinquiresthestatesof files. Our measurementsundertheSPECweb96workloaddemonstrated

that our cachedesignandimplementationis successful.Finally, we usethe OS virtual memorysystemto implementthe cacheLRU

algorithm.This approachgreatlysimplifiesourdesignandinteractswell with otherpartsof thesystem.

Several new Web servers, suchas <r")=>
 , also usethe �D�T+�. function for fast file accesses.However, becauseof the lack of

documentation,we do notknow their implementationdetails.

In [32] Chenet al. briefly reportedthememorybehavior of Webserversrunningon threePersonalComputerOperatingSystems,

namelytheNetBSD,theWindowsNT andtheMS-Windows. They foundthatall threesystemssuffer from veryhighcachepenaltiesand

suggestedthatWebserverscouldbenefitfrom optimizationsto avoid cachelatency.

TheDNS cachingtechniquehasbeenusedin almostall network nameserversto speedup namelookups. It is alsosuggestedby

Arlitt andWilliamsonin [16]. We foundthat it is particularhelpful to cacheDNS resultsin theWebserver addressspacebecauseof the

temporallocality of theWebrequests.Theschemeis effective andsimpleto implement.

Theideaof directly transferringdatabetweenthedisksystemandthenetwork systemhasbeenproposedbeforein theScoutOS[33],

in theContainerShippingsystem[34], in theIO-Lite system[35] andin theMIT Server OSs[29]. Our profiling resultsstronglysupport

applyingtheideato Webservers,becauseWebserversspendmostof theirCPUtime oncopying data.

8 Conclusions

In this paper, we presentmeasurementresultsandperformanceanalysesof the behavior of the ApacheWeb server on a uniprocessor

systemanda 4-CPUSMPsystemrunningthe IBM AIX operatingsystem.Using thebuilt-in tracingfacility anda trace-analysistool,

weobtaineddetailedinformationonOSkerneleventsandoverall systemactivitieswhile runningApachedrivenby theSPECweb96and

the WebStonebenchmarks.We found that, on average,Apachespendsabout20-25%of the total CPU time on usercode,35-50%on

kernelsystemcalls and25-40%on interrupthandling. For systemswith small RAM sizes,the Web server performanceis limited by

the disk bandwidth. For systemswith reasonablylarge RAM sizes,the TCP/IPstackandthe network interrupthandlerarethe major

performancebottlenecks.Wealsobelieve thatusinga thread-basedWebserver architectureinsteadof a process-basedapproachmaynot

alwaysimprove theserver performancenoticeably. WenoticethatApacheshows similarbehavior onboththeuniprocessorandtheSMP

systems.

After quantitatively identifying the performancebottlenecks,we proposed8 techniquesto improve the performanceof Apache,

whicharesummarizedin Table5. Wehave implementedall but thelastonetechniqueslistedin thetable.Ourexperimentalresultsshow

that thesetechniques,except“delayedlogging”, arequite effective. Togetherthey improve the throughputof Apacheby 61%. These

techniquesaregeneralpurposeandcanbeappliedto otherWebserversaswell. Finally, our resultssuggestthatoperatingsystemsupport

for directly sendingdatafrom thefile systemcacheto theTCP/IPnetwork (the last techniquelisted in Table5) canfurther improve the

Webserver performance.

18



No Technique Implement. Effect-

Complexity iveness

1 FH�D+�.N.5�!0>4 largefiles 0 2

2 Cachingsmallfiles 2 3

3 Cachingfile states 1 1

4 CachingDNS 0 3

5 Cachingstringresults 0 1

6 Delayedlogging 0 0

7 CachingURI processresults 2 3

8 Unifying FS/Network caches 3 3

Table5: Web Server EnhancementTechniques.For complexity, 0 meanstrivial and 3 meanschallenging. For effectiveness,0 means

almostuseless,while 3 meansveryeffective.
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