
1

IceClave: A Trusted Execution 

Environment for In-Storage Computing

Luyi Kang*†, Yuqi Xue*, Weiwei Jia*, Xiaohao Wang, Jongryool Kim‡,

Changhwan Youn‡, Myeong Joon Kang‡, Hyung Jin Lim‡, Bruce Jacob†, Jian Huang

1

*Co-primary authors.

† ‡



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

In-Storage Computing: A Promising Technique for I/O-Intensive Applications

2

Host-based Computing

Host

SSD

DRAMCPU



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

In-Storage Computing: A Promising Technique for I/O-Intensive Applications

2

Host-based Computing

Host

SSD

DRAMCPU

I/O 

Bottleneck!



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

In-Storage Computing: A Promising Technique for I/O-Intensive Applications

2

Host-based Computing In-Storage Computing

Host

In-Storage 

Processor

DRAM 

Buffer

Flash Memory

Host

SSD

DRAMCPU

I/O 

Bottleneck!



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

In-Storage Computing: A Promising Technique for I/O-Intensive Applications

2

Host-based Computing In-Storage Computing

Host

In-Storage 

Processor

DRAM 

Buffer

Flash Memory

Host

SSD

DRAMCPU

I/O 

Bottleneck!



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

In-Storage Computing: A Promising Technique for I/O-Intensive Applications

2

Host-based Computing In-Storage Computing

Host

In-Storage 

Processor

DRAM 

Buffer

Flash Memory

In-storage computing offers an effective solution to alleviate the I/O bottleneck

Host

SSD

DRAMCPU

I/O 

Bottleneck!



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

SSD Architecture for In-Storage Computing

3

SSD Controller



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

SSD Architecture for In-Storage Computing

3

SSD Controller

P
C

Ie
 I
n
te

rf
a
c
e

H
o

s
t

Embedded 

Processor
Embedded 

Processor
Embedded 

Processor
Embedded 

Cores

Internal Bus

Memory 

Controller

Off-chip 

DRAM



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

SSD Architecture for In-Storage Computing

3

SSD Controller

P
C

Ie
 I
n
te

rf
a
c
e

H
o

s
t

Embedded 

Processor
Embedded 

Processor
Embedded 

Processor
Embedded 

Cores

Internal Bus

Memory 

Controller

Off-chip 

DRAM

Flash 

Controller

Flash 

Controller

Flash 

Controller



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

SSD Architecture for In-Storage Computing

3

SSD Controller

P
C

Ie
 I
n
te

rf
a
c
e

H
o

s
t

Embedded 

Processor
Embedded 

Processor
Embedded 

Processor
Embedded 

Cores

Internal Bus

Memory 

Controller

Off-chip 

DRAM

Flash 

Controller

Flash 

Controller

Flash 

Controller

Flash Flash Flash FlashFlash Flash Flash Flash

Flash Flash Flash FlashFlash Flash Flash Flash

Flash Flash Flash FlashFlash Flash Flash Flash

Channel

Channel

Channel



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

SSD Architecture for In-Storage Computing

3

SSD

Host

PCIe Bus
Flash Translation Layer



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

SSD Architecture for In-Storage Computing

3

SSD

Host

PCIe Bus
Flash Translation Layer

Address 

Translation



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

SSD Architecture for In-Storage Computing

3

SSD

Host

PCIe Bus
Flash Translation Layer

Garbage 

Collection

Address 

Translation



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

SSD Architecture for In-Storage Computing

3

SSD

Host

PCIe Bus
Flash Translation Layer

Garbage 

Collection

Wear 

Leveling

Address 

Translation



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

State-of-the-Art Frameworks for In-Storage Computing

4

MapReduce-based Framework

SSD 

Processor

Flow-based Programming

SSDlet SSDlet …



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

State-of-the-Art Frameworks for In-Storage Computing

4

RPC-based OffloadingMapReduce-based Framework

SSD 

Processor

Flow-based Programming

SSDlet SSDlet …

SSD Processor
SSD ProcessorSSD 

Processor

Host
RPC

User 

App

Lightweight OS

User 

App

User 

App



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

State-of-the-Art Frameworks for In-Storage Computing

4

RPC-based Offloading Industry SmartSSDMapReduce-based Framework

SSD 

Processor

Flow-based Programming

SSDlet SSDlet …

SSD 

Controller

FPGA 

Accelerator

Flash 

Chips

SSD Processor
SSD ProcessorSSD 

Processor

Host
RPC

User 

App

Lightweight OS

User 

App

User 

App



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

State-of-the-Art Frameworks for In-Storage Computing

4

RPC-based Offloading Industry SmartSSDMapReduce-based Framework

SSD 

Processor

Flow-based Programming

SSDlet SSDlet …

SSD 

Controller

FPGA 

Accelerator

Flash 

Chips

Most of the existing frameworks focus on performance and programmability

SSD Processor
SSD ProcessorSSD 

Processor

Host
RPC

User 

App

Lightweight OS

User 

App

User 

App



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

State-of-the-Art Frameworks for In-Storage Computing

4

RPC-based Offloading Industry SmartSSDMapReduce-based Framework

SSD 

Processor

Flow-based Programming

SSDlet SSDlet …

SSD 

Controller

FPGA 

Accelerator

Flash 

Chips

Most of the existing frameworks focus on performance and programmability

Few of them consider security as the first-class citizen

SSD Processor
SSD ProcessorSSD 

Processor

Host
RPC

User 

App

Lightweight OS

User 

App

User 

App



In-Storage 

App 2

E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Why Should We Secure In-Storage Computing?

5

In-Storage 

App 1

In-Storage 

App 3



Flash Translation Layer

NAND Flash

In-Storage 

App 2

E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Why Should We Secure In-Storage Computing?

5

In-Storage 

App 1

In-Storage 

App 3



Flash Translation Layer

NAND Flash

In-Storage 

App 2

E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Why Should We Secure In-Storage Computing?

5

In-Storage 

App 1

In-Storage 

App 3

Attack co-located programs



Flash Translation Layer

NAND Flash

In-Storage 

App 2Data Breach

E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Why Should We Secure In-Storage Computing?

5

In-Storage 

App 1

In-Storage 

App 3

Attack co-located programs



Flash Translation Layer

NAND Flash

In-Storage 

App 2Data Breach

E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Why Should We Secure In-Storage Computing?

5

In-Storage 

App 1

In-Storage 

App 3

Attack co-located programs

Attack FTL



Flash Translation LayerData Leakage & Data Loss

NAND Flash

In-Storage 

App 2Data Breach

E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Why Should We Secure In-Storage Computing?

5

In-Storage 

App 1

In-Storage 

App 3

Attack co-located programs

Attack FTL



Flash Translation LayerData Leakage & Data Loss

NAND Flash

In-Storage 

App 2Data Breach

E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Why Should We Secure In-Storage Computing?

5

In-Storage 

App 1

In-Storage 

App 3

Attack co-located programs

Attack FTL

Physical Attacks



Flash Translation LayerData Leakage & Data Loss

NAND FlashData Leakage & Data Loss

In-Storage 

App 2Data Breach

E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Why Should We Secure In-Storage Computing?

5

In-Storage 

App 1

In-Storage 

App 3

Attack co-located programs

Attack FTL

Physical Attacks



Flash Translation LayerData Leakage & Data Loss

NAND FlashData Leakage & Data Loss

In-Storage 

App 2Data Breach

E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Why Should We Secure In-Storage Computing?

5

It is desirable to build a secure in-storage computing environment!

In-Storage 

App 1

In-Storage 

App 3

Attack co-located programs

Attack FTL

Physical Attacks



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Existing TEEs Do Not Work For In-Storage Computing

6

Intel SGX is not available in storage processors



E L E C T R I C A L  &  C O M P U T E R  E N G I N E E R I N G G R A I N G E R  E N G I N E E R I N G

Existing TEEs Do Not Work For In-Storage Computing

6
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