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In-Storage Computing: A Promising Technique for I/O-Intensive Applications
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SSD Architecture for In-Storage Computing
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Most of the existing frameworks focus on performance and programmability

Few of them consider security as the first-class citizen
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It is desirable to build a secure in-storage computing environment!
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Existing TEEs Do Not Work For In-Storage Computing

Intel SGX is not available in storage processors
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Existing TEEs Do Not Work For In-Storage Computing
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IceClave: A Trusted Execution Environment for In-Storage Computing
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lceClave Design Challenges
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Protecting Data Access To Flash Chips
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Put It All Together
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Put It All Together
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Put It All Together
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lceClave Workflow
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lceClave Workflow
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IceClave
Implementation

Experimental

Setup
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lceClave Overall Performance
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lceClave Overall Performance
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lceClave Overall Performance

®m Host Load Time ®m Host Compute Time m SSD Load Time
SSD Compute Time ® Mempry Encrypt

Normalized Execution Time
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IceClave introduces minimal overhead while providing strong security
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1 1 |

Flash Translation Layer

SSD ‘
Processors || Chips

Summary q

lceClave

Off-chip
DRAM

First Trusted Execution Environment for In-Storage Computing

2.3%x Faster Than Host-based Computing
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